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Joint Committee of the London 

Boroughs of Brent, Lewisham and 

Southwark 

2 March 2021 

  

Report from the Managing Director 

of Shared Technology Service 

Shared Technology Services Update 

 

Wards Affected:  N/A 

Key or Non-Key Decision:  N/A 

Open or Part/Fully Exempt: 
(If exempt, please highlight relevant paragraph 

of Part 1, Schedule 12A of 1972 Local 

Government Act) 

N/A 

No. of Appendices: 

Four 
Appendix A: Shared Technology Services Performance 

Pack 

 

Appendix B: Cloud Programme Update 

 

Appendix C: Shared Technology Technical Roadmap 

Executive version 

 

Appendix D: Shared Technology Services Cyber 

Strategy 

Background Papers:  None 

Contact Officer(s): 
(Name, Title, Contact Details) 

Fabio Negro 

Managing Director of Shared ICT Services 

Fabio.Negro@brent.gov.uk 

 

1.  Purpose of the Report 
 

1.1  This report provides an update on Shared Technology Services (STS). 

 
2.  Recommendation(s) 
 

2.1  The STS Joint Committee is asked to: 

a)  Note the actions being taken in Section 3 – Detail 
b)  Note the contents of the Performance Pack as attached in Appendix A 
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3.  Detail 
 
 Summary 
 

3.1  During the four-month period, October and November saw similar call volumes 

of  just over 8,000 calls each month in STS queues. As expected, call  volumes 
dropped in December to 6,393 due to the Christmas break and this allowed us 
to reduce open call numbers. In January call numbers have risen back to pre-
Christmas levels. 

 

3.2  A Shared Technology Service Cyber Strategy was created to outline our approach in 

defending the residents and council data.  The Strategy has been included in Appendix 

D. 

 

3.3  In the last quarter, good progress has been made with the Continuous Service 

Improvement Plan activities and a further 10 activities are now closed down.  

 

3.4  The production of the Technology Roadmap has been produced please see Appendix C 

for further detail. 

 
3.5  As a result of centralising the management of audits it has highlighted how 

many STS have been managing which total 15 Audits, which compromises of:  
 

 7 reports that have final reports and recommendations and are being 
tracked. STS have completed most of the management actions see table 
below for more detail 

 2 legacy audits from 2018/19 for Lewisham and Southwark and all 
management actions have been completed 

 6 audits for 20/21 that are in varying stages between scoping and receiving 
final reports with recommendations and management actions. 

 

3.6  The Target Operating Model was approved by Joint Committee on 18th January.  

 

3.7  We are now in a 30-day period of consultation with the staff members on the proposed 

restructure, which was initiated on Monday 8th February.  

 

3.8  The Shared Technology Service (STS) is forecasting an underspend of £2,418 
for 2020-21, against a total budget of £14,477,314. The underspend is primarily 
due to investment cases covering identified revenue pressures. 
 
Service Performance 

 

3.9  The shared service logged 45,407 tickets between 1st October 2020 and 
31st January 2021 (an average of 11,350 tickets per month) against 36,658 in 
last period, July to September 2020 (an average of 12,220 tickets per month), 
these tickets consisted of both issues and service requests.  
  
This is broken down by (previous period numbers in parentheses):  
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 Shared ICT Services – 28,982 - an average 7,245 per month (24,780 - an 
average of 8,260 per month)  

 Brent Applications Teams – 8,562 - an average of 2,140 per month (6,695 - 
an average of 2,231 per month)  

 Lewisham Applications Teams – 3,687 - an average of 921 per month - 
(2,854 - an average of 951 per month)  

 Southwark Application Teams – 1,452 - an average of 363 per month (1,426 
- an average of 475 per month)  

 Other customers (e.g. LGA) – 2,724 - an average of 681 per month (903 - 
an average of 301 per month)   

 

3.10  Since the Joint Committee last met (4 months), there have been 14 priority 1 
incidents within STS queues, of which 7 were resolved within the service level 
agreement. There were also 3 non-STS related P1s. This is an increase over 
the previous period and more detail can be seen in the performance pack – but 
7 of the calls were related to the public web sites of Lewisham and Southwark 
councils. There were three main infrastructure-related failures, but these 
centred around ageing components that will be due for decommission, 
replacement or upgrade in the coming year. The shared service continues to 
focus on infrastructure and process improvements in this area to reduce these 
numbers.  

 

3.11  During the four-month period, October and November saw similar call volumes 
of just over 8,000 calls each month in STS queues. As expected, call volumes 
dropped in December to 6,393 due to the Christmas break and this allowed us 
to reduce open call numbers. In January call numbers have risen back to pre-
Christmas levels. 

 

3.12  The number of priority 1 incidents increased in this reporting period, mainly due 

to multiple issues with the public web sites of Lewisham and Southwark 
councils. There were three main infrastructure-related failures but centred 
around ageing components that will be due for decommission, replacement or 
upgrade in the coming year. 

 

3.13  Priority 2 and 3 issues within STS queues have seen an average of 72% and 

71% compliance with the service level agreements (against 57% and 64% 
reported for the previous period). STS has placed considerable emphasis on 
improved call management and that can be seen in the improved SLA 
performance.  STS will continue to work to improve the service levels.  

 

3.14  The Joint Committee had requested further detail as to the categorisation of the P2 and 

P3 calls. The development of additional monitoring tools in PowerBI has allowed us to 

identify areas of focus.   

 

3.15  The top six categories for P2 calls (69) logged in STS Hornbill queues during 
October to January are as follows: 
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Category  Number of Calls 

Server Issues  20 

Software/Firmware 8 

Network Issues  5 

Application database 5 

Telephony  4 

Service password issues  2 

 

3.16  The top six categories for P3 calls (only the first 10,000 can be analysed in 
Hornbill, but total was 10,316) logged in STS Hornbill queues during October 
to January are as follows:  

 

Category  Number of Calls 

Advice/Training given  2453 

Software/Firmware  1007 

Folder/File issues 506 

Password Reset  391 

Hardware 357 

Restart/reboot 151 

 

3.17  Priority 4 service requests within SICTS queues for this reporting period have 

an 80% compliance with the service level agreements (compared with 78% for 
the previous reporting period).   

 

3.18  The shared service operated a programme (Call Biltz) to reduce the number of 
open/on-hold tickets within Hornbill. At the height of the first Covid-19 wave, the 
shared services open/on-hold queue had over 4,500 tickets, but over the 
Christmas period we were able to reach the target of 1,500. Since then, due to 
demand in January, the count now stands at approximately 2,400 but this is still 
a considerable reduction on the original total. With the STS restructure 
imminent, we expect to be able to reduce numbers further. The impact of this, 
and of improved call handling and management processes that have been 
instigated, has led to improved SLA performance. 

 

3.19  Net Promoter score is an industry standard for monitoring the experience of 

our service. Anything above zero is considered to be good, with above 50% 
ranked as excellent. In this reporting period we have been able to achieve over 
60% - this is detailed in the accompanying performance pack. 

 

3.20  Hornbill, our customer portal, is being developed to present a more user-
centric experience which should lead to better categorisation of calls being 
logged. This in turn should allow us to introduce more automated workflows to 
speed allocation and resolution of incidents and request tickets. A trial of the 
new experience has been taking place in the partners with positive feedback. 

 

3.21  Due to the much greater requirement for remote/home working and to support 
the new backup system (which uses cloud-based storage), the Internet link 
bandwidth in the STS datacentres is being upgraded from 1Gb to 10Gb. The 
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STS Croydon datacentre link was upgraded in January with the STS Brent 
datacentre link to be upgraded in March. This will also mean that we have 
enough bandwidth to cope with all connections should one of the links fail. It 
will also allow us to consolidate Southwark Council’s Internet links when the 
existing contract for those circuits ends in 2022. 
 

3.22  The telephone support line which was introduced at the start of the Covid-19 situation 

has been maintained and while popular, the engineer resource requirement for this has 

placed a pressure on the service desk, and response times have increased. 

 

3.23  The out of hours support telephone service (introduced in March 2020), is backed up 

by a third-party and has proved successful. As part of the restructure and new target 

operating model, it is intended to extend that service to 24x7x365 through a third-party, 

to provide a more responsive telephone service for urgent/time-sensitive support calls 

where the Hornbill Portal may not provide the timeliest resolution – this will take the 

place of the in-hours telephone service currently provided (please see previous point).  

This service will additional capacity to the telephone lines (and there will be an agreed 

SLA answer time for any telephone calls into the service desk) plus this will free up 

engineer resources on the service desk to attend to other calls.  

 

It is anticipated this service will be operational by April 1st 2021. STS will operate an 

out of hours P1 escalation service to manage any major incidents that may occur outside 

of core hours. 
 

Cyber Security 
 

3.24  During this last period, we have not had any serious cyber security issues, we continue 

to work with a third party recommended by the National Cyber Security Centre to 

proactively monitor our environment. 

 

3.25  As we continue to harden our infrastructure, we see a continuing reduction in security 

incidents over the past 12 months. Other than false positives, no incidents have been 

raised in this period by our threat protection partner. 

 

Initial investigations take place when anomalies are spotted such as vulnerability scans 

or out of the ordinary AD Sync actions. In some cases, these are closed before 

contacting shared service in others we may be asked to confirm that an action is known 

about and expected. Both the lows show here related to advice about the SolarWinds 

supply chain attack.  The full report from F-secure can be made available. 
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3.26  The internal infrastructure was critically behind on some of our security controls and 

there has been an active programme to bring the infrastructure to acceptable levels. 

During the coming months there will be a continued focus on the hardening of our 

infrastructure. Tools have been purchased to aid both vulnerability management and 

patching across the server estate, to be deployed by end of March 2021. 

 

3.27  Much work has taken place both with MHCLG and the LGA in response to several 

high-profile cyber-attacks.  Responding to surveys covering the following areas of 

cyber security. 

 

 Identify 

 Protect 

 Detect 

 Respond 

 Recover 

 

Initial focus for the shared service has been on the respond and recover given the 

importance of offline backups in the case of a ransomware incident.   

 

A decision was taken to bring forward the procurement and installation of a new 
backup system to ensure the security and integrity of the backup data as well 
as enhanced recovery capability in the event of an attack such as Ransomware. 
A Rubrik backup solution has been procured and it is expected to be fully 
installed and configured by the end of March this year. This will give us both 
short term (14 days) on-premises backup storage (in the form of a backup 
appliance that has an immutable file system and multi-person/multi-factor 
authentication for any administrative action that could modify or delete backed-
up data) and Azure cloud storage (replicated between multiple Azure 
datacentres) for longer term (13 months) backup storage. This configuration 
complies with NCSC guidelines for a secure backup solution.  
Work is ongoing with MHCLG to obtain funding for projects related to the 
ongoing ransomware remediation effort 

  

3.28  Public Service Network (PSN) compliance allows the councils to connect to other 

government networks such as the NHS and DWP. Brent is currently compliant, 
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Lewisham has resubmitted with updates in February and Southwark have had a health 

check and a submission is being prepared. 

 

3.29  Payment Card Industry (PCI) is the accreditation required to allow organisations to take 

electronic payments such as those we have on the website and in Libraries.  This only 

applies if the council manage the payment service. Brent and Lewisham are both 

currently accredited. Southwark outsource its payment service therefore not applicable. 

 

3.30  Brent and Lewisham have an old smartphone estate which is being scheduled for 

upgrade. These devices are falling below current security compliance levels. Brent have 

started a replacement programme and are near to completion.  Lewisham are 

considering its model around mobile telephony and strategy is currently being 

developed. Southwark have very few outstanding devices and are being managed on a 

case-by-case basis. 

 

3.31  A considerable amount of work has gone into managing numbers of accounts across 

the three councils. A review of the starters, movers and leavers process has been 

completed to ensure that we have as few enabled accounts as possible. This limits the 

possibility of them being exploited and is also important due to licencing and the costs 

surrounding that.   

 

3.32  We have seen 15.3 million emails attempt to reach the councils within a 30-day period. 

Over 85% of these emails were stopped because they were spam or malicious email 

such as ransomware. The layers of protection have ensured that the councils have 

avoided serious incidents. 

 

3.33  A Shared Technology Service Cyber Strategy was created to outline our approach in 

defending the residents and council data.  The Strategy has been included in Appendix 

D. 

 

Continuous Service Improvement Plan 
 

3.34  In the last quarter, good progress has been made with the activities and a further 10 

activities are now closed down.  

 

3.35  To continue with this good progress, the STS Senior Leadership Team have been 

reviewing progress of the CSIP every month, and quarterly reviews are scheduled with 

the Operational Management Group. 

 

3.36  There have been no tasks added to the plan in the last quarter and there are 16 tasks 

remaining on the plan, 10 of which are in progress and the remainder scheduled to 

commence after implementation of the new Target Operating Model organisational 

structure, when dedicated resources for Service Design and Improvement are expected 

to take ownership of the plan and any additional items.  

 

3.37  This team will be tasked with identifying and prioritising further service improvement 

opportunities such as continuous improvement to our portal, development of a detailed 

Service Catalogue, and improving our overall processes, data quality & reporting. 

 

3.38  The current plan to improve our service is based on the categories below: 
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o Strategy & Governance 

o Network & Communications 

o Infrastructure 

o Finance & Procurement 

o Enterprise Support 

o Customer Experience 

o Service Desk 

 

3.39  The launch of a redesigned portal, originally planned for Q4 2020, has been deferred 

until late Q1 2021 after assessing after assessing some operational issues. When 

launched, we expect this portal to improve the categorisation of user reported issues as 

well as the subsequent handling and reporting; the ultimate aim being to reduce the 

average time to resolution. 

 

Audits 

 
3.40  Since the last Joint Committee in October 2020 all audits are now managed 

centrally by the Head of Service and are reviewed monthly by STS senior 
leadership team to ensure that recommendations and management actions are 
tracked through to completion. 

 
3.41  As a result of centralising the management of audits it has highlighted how 

many STS have been managing which total 15 Audits, which compromises of:  
 

 7 reports that have final reports and recommendations and are being 
tracked. STS have completed most of the management actions see table 
below for more detail 

 2 legacy audits from 2018/19 for Lewisham and Southwark and all 
management actions have been completed 

 6 audits for 20/21 that are in varying stages between scoping and 
receiving final reports with recommendations and management actions: 

 
o Brent – IT Asset Management Review 
o Brent – IT Project Review 
o Lewisham - Smart tech roll out project 
o Lewisham - Cyber – Remote working arrangements 

o Southwark – Mobile phone management 
o Southwark – Asset Management  

 
3.42  STS have met with the borough IT Directors and audit departments and are 

working collaboratively to agree 21/22 audits plans.  Plans will be shared at the 
next Joint Committee once they have been agreed. 

 
 
 
 

Brent - IT Sourcing Audit 
This audit is to assess the design and operating effectiveness of the IT sourcing. 
 

Create third Party Data Register Medium Completed 

10



Service Level Agreement (SLA) Strategy and 
Performance Monitoring (Contract Monitoring) 

Medium Completed 

Business Continuity Management (BCM) and Disaster 
Recovery (DR) 

Medium Completed 

Third Party Risk Management Framework / IT 
Procurement Policy 

Medium Completed 

Central Repository & Register for Contracts Low Completed 

 

Brent - IT Governance Audit 
This audit is to ensure that appropriate financial, decision-making and portfolio 
management structures are in place so that IT can enable the Council to deliver on 
its objectives and mandate. 
 

Introduction of SLA Penalties Medium Completed 

Creating a single risk register for the SICTS Medium Completed 

EOS (end of support) and EOL (end of life) IT 
Infrastructure 

Medium Completed 

Introduction of IT Organisational Chart Low Completed 

 

Brent - IT Platform Governance review 
This audit is to ensure that IT platforms (Microsoft Windows) have appropriate 
governance, operational and security controls and that the security configurations 
are maintained and kept updated. 
 

Authorised staff members can make changes High Completed 

Monitoring of user activity High Completed 

User access review Medium Completed 

Platform Policies / Standard Operating Procedures Medium Completed 

Unsupported Operating Systems Low Completed 

 

Brent - IT Disaster Recovery 
The objective of this review is to evaluate the design of the Shared Service’s IT 
DR planning framework and processes to assess whether they are appropriate, 
complete and robust, and to explore whether there is sufficient assurance that 
the arrangements will operate in practice. 
 

Failure to periodically test the IT DR plan can result in 
the systems not being recovered within required 
recovery time objectives should the need for DR be 
invoked. 

High In progress 

If the ITDR capability is not overseen by an appropriate 
organisational structure representing all business 
services at an effective level, there is a risk that it will not 
meet business recovery requirements. 

Medium In progress 

Failure to ensure that the DR plan is updated regularly 
especially after significant changes in the business or 
ICT environments can result in misalignment between 
achievable recovery times of key systems, not meeting 

Medium In progress 
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the objectives and expectations of the Council to deliver 
its services. 

If the criticality of systems is not established and 
reviewed on a regular basis, or as soon as the system 
is implemented, and taking account of all Council 
business systems, it may mean the correct level of risk 
is not associated with it failing and impact the priority of 
recovery action taken in the event of disaster.  

Medium In progress 

The recovery of the applications and services in scope 
may be delayed if supporting interfaces and dependent 
systems are not defined and the recovery tested 
simultaneously. This could result in failure to deliver 
critical services within the agreed timeframes. 

Medium In progress 

Lack of established and defined procurement third party 
risk assessment processes may lead to business 
disruption at the supplier not being effectively flagged 
and resolved. This may have an adverse impact on 
Council operations.  

Medium In progress 

If an incident is replicated at both sites this effectively 
removes any option to failover to a known safe state and 
environment. The only option remaining would be to 
rebuild and restore services from a network-isolated 
backup copy. If restoration is not pre-planned, and the 
restoration time known, the resulting business impact is 
likely to be adverse.  

Medium In progress 

Staff may receive insufficient training or may not be 
made aware of IT DR arrangements and their role within 
them, which may result in an ineffective response. 

Medium In progress 

 

Lewisham - Telecommunications Audit 
This audit focuses on resilience, system security, application governance of the 
telephony system. 

System Security – Administrator Access Medium Completed 

System Security – Monitoring of Unsuccessful Logins Medium Completed 
System Security – Generic Phone Handset and 
Voicemail Passwords 

Medium Completed 

System Security – Generic Phone Handset and 
Voicemail Passwords 

Medium Completed 

Disaster Recovery and Maintenance – Disaster 
Recovery Arrangement 

Medium Completed 

Resilience, Disaster Recovery and Maintenance – 3rd 
Party Assurance over the 8x8 Network 

Medium Completed 

Application Management and Governance – Telephony 
Asset Management 

Low Completed 

Application Management and Governance – User 
Management 

Low Completed 

System Security – Monitoring of Remote Access Ports Low Completed 

System Security – Security Policy Low Completed 
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System Security – Automated Switchboard 
Maintenance 

Low Completed 

System Security – Reverse Charge Calls Low Completed 

Call Restrictions – Call Barring and Restrictions Low Completed 

Resilience, Disaster Recovery and Maintenance – 
Switch Configuration Backups 

Low Completed 

System Monitoring Reports and Value for Money (VFM) 
– Call Logging 

Low Completed 

System Monitoring Reports and Value for Money (VFM) 
– Telephone Bill Reconciliation 

Low Completed 

 

Southwark - Website Security and Maintenance 
This audit appraised the design and operational effectiveness of the Council’s 
procedures for identifying and protecting its website and for managing the security 
and maintenance risks on an ongoing basis. 
 

Resilience and continuity arrangements for wed 
application may not be adequate to ensure timely 
recovery following an attack  

High Completed 

Patch management, change control and antivirus for the 
website is ineffective and lead to outdated services, 
unauthorised changes and unprotected servers 

Medium Completed 

Resilience and continuity arrangements for web 
applications may not be adequate to ensure timely 
recovery following an attack 

Medium Completed 

Vulnerability scanning and remediation of web servers 
and applications is ineffective and leads to critical 
vulnerabilities not being resolved 

Medium Completed 

Patch management, change control and antivirus for the 
website is ineffective and lead to outdated services, 
unauthorised changes and unprotected servers 

Low Completed 

Policies and procedures for website maintenance and 
administration may not be up to date, or understood and 
followed by administrators 

Low Completed 

Patch management, change control and antivirus for the 
website is ineffective and lead to outdated services, 
unauthorised changes and unprotected servers 

Low Completed 

 
Southwark - Shared ICT Review 
This Audit focuses on governance and performance issue resolution and future 
planning. 

As a result, there is a risk that the resolution of the major 
incidents are not within the SLA target. Furthermore, 
there is a risk of any tasks assigned in a meeting may 
not address the root cause of the issues discussed and 
that trends may not be identified for categorisation of the 
issues. 

Medium Completed 
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As a result, there is a risk that the IAA may not provide 
the councils with the updated level of service they 
require 

Low Completed 

 
Where audits have all actions complete, they will be removed from future Joint 
Committee reports. 
 

Road Map 
 
3.43  The production of the technology roadmap has been produced please see Appendix C 

for further detail. 

 

3.44  The technology road map is now being enacted and we have added estimated timescales 

for Business Cases to be written and approved, so that we are able to keep to planned 

spend each year. 

 

3.45  For the identified 5 technology themes, the top-level capital investment projections for 

5 years are as follows: 

1. Data Centre Improvements: £11m 

2. Campus Networking Refresh: £4m 

3. End User Experience Modernisation: £12m 

4. Cyber Protection: £4m 

5. Service Improvement: £1m 

 

3.46  The IT roadmap will be integral for the design of the future target operating model and 

has been developed in tandem with this. For example, the roadmap highlights the 

potential need for several project resources to deliver the technology changes. 

 

3.47  A draft Executive Summary of the key elements in the roadmap has now been written 

and distributed for comment. 

 

Target Operating Model 
 

3.48  The Target Operating Model was approved by Joint Committee on 18th January.  

 

3.49  We are now in a 30-day period of consultation with the staff members on the proposed 

restructure, which was initiated on Monday 8th February.  

 

3.50  After consultation has been completed, the team structure will be finalised, and all 

vacancies will be advertised internally to the team initially. 

 

3.51  Following this internal recruitment round, remaining vacancies will then be advertised 

to partner councils and externally. We have initiated four workstreams to progress with 

this recruitment: 

1. Talent Acquisition – Executive search, digital marketing across multiple 

channels, LinkedIn recruitment. 

2. Internal Process – Selection & interview process, internal communications and 

reporting. 

3. Up skilling – Training needs analysis for new placements. 
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4. Engagement – Defining candidate journey & onboarding in the current remote 

working environment. 

 

3.52  Our target implementation date for the new structure is 10th May 2021, subject to 

successful recruitment, selection and onboarding of new colleagues. 

 

Lewisham Homes 
 

3.53  STS and Lewisham Council have produced a report for the provision of IT 

infrastructure support services for Lewisham Homes that was taken to and approved by 

the Joint Management Board. 

 

3.54  The report recommended that the current model of apportionment will continue, and 

LH will be added to the Lewisham council contribution to the shared service. 

Governance will continue as it operates with the same membership. Lewisham Homes 

will be represented by Lewisham council. Lewisham Council will present its proposal 

(based on the report) for the model to Lewisham Homes. 

 

3.55  “Deep-dive” discovery workshops and knowledge transfer, alongside operational 

alignment tasks, will take place to ensure that the migration of the Lewisham Homes 

datacentres to STS datacentres and the ongoing support of Lewisham Homes users will 

occur in a timely manner with as little risk as possible. The expected timeline for this 

is in June/July of this year. 

 

3.56  It is likely that there will be TUPE implications to consider for both the shared services 

and for Lewisham Council. 

 
Project Updates 

 
3.57  STS have 61 In flight projects across Brent, Lewisham and Southwark. 
 
3.58  To ensure that we manage the projects more effectively we meet with each borough on 

a monthly basis, at the project review meetings we go through the inflight projects, 

paying particular attention to the amber and red RAG status projects to ensure that the 

right focus and work collaboratively to unblock issues that may arise. 

 

3.59  We also review all potential pipeline projects at the project review meetings, this is 

both STS and Council led projects, so we all have sight of what is potentially coming 

up stream and plan accordingly. 

 

3.60  We are currently working on demand and capacity management tool to help with 

identifying where resources will be oversubscribed which will help with scheduling 

pipeline projects more accurately for both our own and our partner’s ongoing 

developments. 

 

3.61  The Cloud programme after successfully completing Foundation phase in 
Summer 2020 is now working only on the Southwark related work.  As a result, 
Southwark requested taking over direct governance of the programme team, 
costs, and remaining workload. This work covers migration of those required 
business and infrastructure applications remaining in the Capita data centres 
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(DCs) along with secure decommissioning of this server estate.  
 

3.62  Southwark has identified 49 business applications needing to be migrated. The 
programme team are now working closely with business owners to ensure 
these systems are still required with the migration work being managed by our 
Infosys (our strategic cloud partner).  Migrations are underway, supported by 
detailed dialogue with business owners and application suppliers. 

3.63  In addition, there are a total of 959 servers that must be securely 

decommissioned to complete the exit from Southwark's Capita DCs by 
September 2021. 
 
Procurement Updates 

 
3.64  O2 contract for Southwark: Formal documentation put together by O2 was 

initially unsatisfactory and did not match original pricing on which the award 
was based. This had to go back to O2’s commercial team but is now resolved. 
It is expected that the agreement will be entered into by the end of February. 

 
3.65  The MobileIron MDM contract for Brent and Lewisham has been renewed to 30 

November 2021, allowing time for consolidating MDM on Microsoft InTune later 
in the year. When the consolidation happens, savings will be realised as the 
MobileIron contract will have ceased. The renewal cost was £57k. 

 
3.66  An implementation partner for Brent’s new Sitecore web content management 

system has been procured. 
 
3.67  The Ricoh contract has now been varied, with the required amendments to the 

contract model that accommodate changes to ways of working due to Covid-
19 and giving transparency of pricing that will enable savings to be identified if 
there are further changes in machine numbers.  

 
3.68 A new contract for Countercept Managed Detection and Response has been 

procured, providing significantly increased device coverage with a slight 
reduction on the £170k annual cost of the previous contract. Contract is for 
three years (2 plus 1). 

 
3.69  Two separate five-year contracts for the new backup solution have been 

procured, one for the solution itself and another for the MS Azure storage that 
it will require. 

 
3.70  A new contract for ProofPoint email filtering and fraud defence has been 

procured, to 25/02/22. 
 
3.71  A procurement of a new three-year contract for Forcepoint web filtering is 

underway. 
 
3.72  Procurement options for the Microsoft “ramp” to E5 for Southwark re being 

explored. It is planned to take an award decision to Brent’s Cabinet in May. 
 
4. Financial Implications 
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4.1  The Shared Technology Service (STS) is forecasting an underspend of £2,418 
for 2020-21, against a total budget of £14,477,314 (this excludes the £120k 
accrued income from 2019/20). The underspend is primarily due to investment 
cases covering identified revenue pressures. 

 
4.2  The total budget of £14.48m is a combination of non-controllable expenditure 

of £7.75m and controllable expenditure (staffing and consultancy) of £6.73m. 
 
4.3  STS continue to operate under the improved charging process with the 

consumable recharges and project costs being stripped out effectively. From 
April 2020 to January 2021, a total of £6.59m of recharges have been identified 
and accounted for. This significantly helps eliminate any budgetary pressure 
STS would have encountered if these costs were absorbed in the core budget. 

 
4.4  This favourable financial position has developed due to several improved 

practices: 
o Financial reporting – monthly budget review and charging meetings with all 

partners 
o Clarity around licencing costs – material licences have been identified and 

have been built into the core 2020/21 budget 
o The Microsoft settlement being finalised, and year 2 funding being made 

available to cover this 
o Capital costs being correctly identified and treated taking away any revenue 

pressures 
 

4.5  Additional funding was needed to respond to the Covid-19 situation, Brent £375,667, 

Lewisham £331,072 and Southwark £173,155. 

 
5. Legal Implications 
 

5.1  This report is for noting. Therefore, no specific legal implications arise from the report 

at this stage. 

 

5.2  Brent Council hosts the Shared ICT Service, pursuant to the Local Government Act 

1972, the Local Government Act 2000, the Localism Act 2011 and the Local 

Authorities (Arrangements for the Discharge of Functions) (England) Regulations 

2012. These provisions allow one council to delegate one of its functions to another 

council as well as allowing two or more councils to discharge their functions jointly 

with the option of establishing a joint committee. Joint committees can in turn delegate 

functions to one or more officers of the councils concerned.  

Decisions of joint committees are binding on the participating councils. However, 

subject to the terms of the arrangement, the council retains the ability to discharge that 

function itself. 

 
6.  Equality Implications 
 

6.1  During the current Covid-19 crisis, the Shared Service has always followed government 

and council guidelines and policy to ensure the safety of our officers. Those officers in 

vulnerable categories or caring for others who may be vulnerable have been working 
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from home at all times. We have maintained a small staff presence at the council head 

offices, and have provided appropriate PPE equipment along with social distancing 

measures at all times, 

 
7. Consultation with Ward Members and Stakeholders 
 

7.1  There are none. 

 
8. Human Resources/Property Implications (if appropriate) 
 

8.1  The Target Operating Model will indicate the need for a future restructure of the 

service, this will be presented with a business case by the Managing Director. 

 

 

 
 
 
 

Report sign off:   
 
PETER GADSDON 
Strategic Director of Customer & 
Digital Services 
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Shared ICT Services

Joint Committee Performance Pack

2nd March 2021
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Joint Committee Performance Pack

Meeting Date and Time Tuesday 2nd March 2021 18:00 – 19:30

Meeting Location To be held online

Dial-in Details Online Meetings

Meeting Information
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Performance Management

Key Performance Indicators

Summary

• P1 incidents increased primarily due to a total of 7 Council Public Web Site outages for Lewisham and 

Southwark

• P2, P3 and P4 SLA have all improved in this period compared with the last report due to improved call 

management

• Laptop Direct Access remote connection numbers have increased in Southwark as laptop rollout 

considerably accelerated

• Net Promoter Score above 60% (excellent rating level is 50%)

• No major security incidents that affected the Shared Service - October through to January
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4Performance Management

Key Performance IndicatorsChange Advisory Board Row Labels Sum of 

Met SLA

Sum of 

Missed SLA

Total Percentage 

Met

Percentage 

Missed

2020 24 24 48 50% 50%

Jan 6 4 10 60% 40%

Feb 3 1 4 75% 25%

Mar 2 3 5 40% 60%

Apr 5 3 8 63% 38%

May 0 2 2 0% 100%

Jun 2 3 5 40% 60%

Jul 0 2 2 0% 100%

Aug 0 1 1 0% 100%

Sep 1 2 3 33% 67%

Oct 1 1 2 50% 50%

Nov 4 0 4 100% 0%

Dec 0 2 2 0% 100%

2021 2 4 6 33% 67%

Jan 2 4 6 33% 67%

Grand Total 26 28 54 48% 52%
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5Performance Management

Key Performance IndicatorsChange Advisory Board
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6Performance Management

Key Performance Indicators
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7Performance Management

Key Performance Indicators
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8Performance Management – Net Promoter Score

Key Performance Indicators
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9Performance Management 

(Security Attack Incident Investigations)

Key Performance Indicators
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Financial Update

Current financial outturn position

Summary

The table shows the financial position for the whole of 

the shared service; individual authorities will receive their 

own monthly charges which will also outline their current 

financial position.

YTD current spend is £11.7m against a full year budget of £14.60m 

(this bottom line now includes the £120k accrued from 2019/20 for 

the Croydon DC charge). The current YTD spend excludes 

the £6.59m recharges that have been stripped out (e.g. cloud 

program costs, the XMA orders for the smart working project in 

Southwark and the smart tech project in Lewisham and the 

rechargeable bulk printing charges).

STS are currently forecasting a £2.4k underspend which takes into 

consideration all recharges being accounted for and the YTD Covid-

19 spend of £874k being funded separately.
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YTD Covid-19 Costs

Summary

All partners have been emailed their latest Covid-

19 costs which shows the detail behind the 

net total figures.

Current Covid-19 expenditure across the 

three partners is £874k.

All partners have now confirmed their own 

cost code (strategy) of dealing with these costs. 

At the monthly charging review meetings Covid-

19 costs are highlighted and recharged to their 

own separate funding pot.
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Risk Management

Key Financial Risks

Risk and Trend

(cause, event, consequence)

Recent developments, progress and concerns Impact Probability Priority Actions 

CPI/RPI/Exchange rate issues –

potentially related to EU withdrawal or 

other global financial impacts.

Based on past experience, in particular where supplies and services are sourced from 

the USA, pricing can be particularly sensitive to exchange rate fluctuations. All 

contracts let indicate whether they are subject to indexation or not and these will be 

reviewed for the coming financial year.

3 3 9

Build indexation into budget forecast.

Lack of service maturity around cloud 

management could see unexpected 

costs.

The search for a cloud management tool is being conducted and relevant training is 

being identified. 3 4 12

Tool to be procured via the Tech 

Roadmap and training to be provided 

along side the implementation of the 

target operating model.

Processes to be created for staff.

Base budget insufficient to meet 

service demands – potentially stems 

from being a new service with untested 

service model.

An initial target operating model has been drafted, and is now being reviewed along 

with the restructure to ensure alignment with business objectives.

A review of the future 3-5 Year roadmap is underway and impacts of capital and 

revenue expenditure.

3 3 9

The Target Operating Model is being 

reviewed to ensure alignment with 

business and strategic objectives and 

requirements. 

Unknown or unplanned expenditure 

may arise from licence shortfalls, 

warranty or maintenance contracts or 

changes to service use or growth.

Due diligence was undertaken when partner services were on-boarded however 

information is considered in part to be of poor quality.  Were undertaking a further 

exercise to identify such information issues and will include the outcome of this work in 

our reporting.

The councils’ central finance teams should note risk to base budget and consider 

contingency mechanism.

3 4 12

Risk to be monitored 
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Risk Management

Resourcing Risks

Risk and Trend

(cause, event, consequence)

Recent developments, progress and concerns Impact Probability Priority Actions 

Underlying imbalance between 

service demand and resource 

levels.

Imbalance is being met with agency staff, impact is continuity of staffing, knowledge and 

expertise. 4 3 12

New target operating model currently 

being implemented.

Unable to recruit/retain/afford 

sufficient skilled and qualified 

staff to run the service.

The target operating model will look to address the concerns, but it’s a common issue where 

IT salaries to not match local government pay scales. 4 4 16

New target operating model currently 

being implemented.

Service fails to meet SLA 

targets.

Staff overtime is offered but not always taken up due to workloads during the normal day.

4 3 12

A review of SLA’s were approved by 

the Joint Committee on the 18th of Jan 

and the implementation of the new 

service will add additional support.

Projects delayed with 

subsequent business impact 

(potential loss of benefits and 

or financial cost).

Work to develop Project Management Office – formal project management with fully costed 

project delivery funded by the business. 4 3 12

Creation of the PMO build a pipeline 

of projects and align with council 

priorities.

Sub-optimal service delivery 

has both financial and 

reputational implications for 

the service and wider business.

Review of all process, introduction of the SICTS PMO and Technology Road Map to build 

our forward plan whilst rightsizing the service with the Target Operating Model. 4 3 12 Implement PMO, Technology 

Roadmap and Target Operating Model
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Risk Management

Loss of service Risks

Risk and Trend

(cause, event, consequence)

Recent developments, progress and concerns Impact Probability Priority Actions 

Hardware, software or 3rd party 

service failure (eg: .Network goes 

down, power failure, telephony 

failure)

SICTS BC Plan has been reviewed and rewritten. Covid-19 crisis highlighted our BCP 

capability with over 7,000 users working remotely from March onwards 

We hold regular service review meetings with our partners (e.g. 8x8, Virgin Media, Risual, 

Liberty, Dell)

4 3 12

-Move to cloud-based computing will 

aid in the reduction of levels of 

infrastructure.

- DR tests to be scheduled and 

reviewed

Malicious cyber activity impacting 

ability of ICT services to function 

normally. (eg: Denial of service 

attack).

-External review and internal audit of BCP completed.

-Initials workshop held to identify gaps prior to audit. 4 4 16

-SICTS are attempting to consolidate 

the Cyber audits into one. 

-A Cyber Defence roadmap is being 

produced to harden the council's 

infrastructure.

Loss or severe impact to ICT 

service delivery.  SICTS unable to 

deliver underpinning core ICT 

services to agreed SLA.

Work in progress to increase core infrastructure resilience and BC/DR exercises to be 

scheduled. 4 4 12

-Rollout of laptops will aid in the 

reduction of levels of infrastructure.  

-Now Covid-19 first wave has passed, 

DR Tests to be scheduled for various 

elements of the infrastructure

Staff (business) unable to access 

critical ICT services/systems

Brent and Lewisham and Southwark move to laptops supports home and remote working 

and reduces reliance on council offices to access services.

Line of business applications migrating to Cloud will reduce reliance on SICTS 

infrastructure.

4 4 12

-DR plans being tested via desk-based 

activities. BCP invoked for all three 

councils during Covid-19 crisis.

Loss of public facing service 

provision and communication with 

residents.

Work required to formalise SICTS response to malicious activity and technical disruptions.

4 4 12

-Review processes with the business 

for communications.
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Risk Management

Supportability Risks

Risk and Trend

(cause, event, consequence)

Recent developments, progress and concerns Impact Probability Priority Actions 

• A continued reliance upon legacy systems 

(hardware, software).  

• In many cases upgrade or replacement of 

legacy systems will be dependent upon 

business led demand, resource, support and 

funding.

• Lack of succession planning and funding for 

services.

• Legacy systems are increasingly difficult and 

costly to support.

• 3rd party support where required may cease.

• Hardware spares may be unavailable.

• Technical skills to support may become 

increasing scarce.

• The business may fail to understand the 

issues with legacy support and fail to plan, 

budget and evolve accordingly.

• Although this is a business risk it often 

becomes an ICT issue. 

• Increased cost and effort to support.

• Product compatibility issues.

• Constraining impact upon ICT and other 

business areas to adopt more modern 

technology and ways of working.

Work in progress to develop technology roadmaps and service plans to support 

longer term (proactive) planning.

Service account managers working within the business to identify and resolve 

issues where these are identified.

Where required, sourcing of appropriate contracts to extend service life support.

Full network scanning now in place.

Windows 2008 Support Arrangements

-Brent has purchased extended for one year

-Lewisham has purchased extended support for one year excluding the RDS 

estate

-Southwark has purchased extended support

3 5 15 Technology Road map and strategies 

in place, funding to be requested at 

council capital boards.

Investment cases to be produced to 

gain funding.

Reduction in the level of infrastructure 

and move to the cloud to mitigate 

legacy hardware

Move to laptop estate and 

implementation of a Windows 

servicing plan to address end user 

computing OS level risks.
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Thank You
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Data Centre Migration – Outline Plan

DATA CENTRE (DC) MIGRATION PROGRAMME – Applications Lift & Shift Plan (Feb 2021)

Milestone Planned Date Actual Start Date Slippage

Start Server Decommissioning 1 Dec 2020 1 Dec 2020 None

Start Infrastructure Application Migrations 8 Dec 2020 8 Dec 2020 None

Start Business Apps Migrations 20 Dec 2020 16 Dec 2020 None

Complete Business Apps Migration 31 July 2021 NA None

Complete Infrastructure App Migrations 01 Sep 2021 NA None

Complete Server Decommissioning 14 Sep 2021 NA None

Start Secure Destruction of Hardware in Capita DCs 15 Sep 2021 NA None

Physical Exit from Capita DCs 30 Sept 2021 NA None

Complete Decommission of Tooley Street DC 31 Oct 2021 NA None

35



2

Business Applications: Outline Schedule

DC MIGRATION PROGRAMME – Applications Lift & Shift Plan (Feb 2021)

Batch Business Application (Area)

1

Dec ’20

Completed

• Southwark Web Systems 

• Havenstar

2 & 3

Feb ‘21

• Croydon Pest Control (Traded Services)

• Qmatic (Housing)

• BACS Payments (Exchequer)

• MobileFrame (Traded Services)

• iCaseWork (Planning)

• HRCasework (HR)

• TMO Database (Highways)

• Soti MobiControl (Traded Services)

4

Mar ’21

• 3M Conversion (Libraries)

• eMuseum (Museums/Libraries)

• TMS Collections (Museums/Libraries)

• Deep Freeze (Libraries)

• Netloan (Libraries)

• SuperNova (Libraries)  

• Modern.Gov (Constitutional)

Batch Business Application 

5

Apr ‘21

• CYP Directory – FID (ChAd)

• iDox Children’s (ChAd)

• Mosaic (ChAd)

• MASH Maisy (ChAd)

• CareStore (ChAd)

6

May ‘21

• ASC Policy & Procedures (ChAd)

• Spectrum Spatial Analyst (Corp GIS)

• Atracs (FM)

• Apex (Asset Management)

7 

June ‘21

• Jontek Answerlink (Contact Centre)

• VisualFiles (Legal)

• Zylpha Docbinder (Legal) 

• Intranet (Comms)

8

July ‘21

• BACAS NG (Cemeteries)

• Xpress (Electoral Services)

• Coroners (Coroners/Registration)
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Business Applications – Decommission with dependencies 

DC MIGRATION PROGRAMME – Applications Lift & Shift Plan (Feb 2021)

Batch Application (Dept) Comments

Decommission 

Group

• NBS Building (Chief Exec)

• Revs & Bens Info@Work (Finance)

• AIM (Finance)

• Business Objects (ChAd)

• MS Dynamics (Housing & Mod)

• CareWorks (ChAd)

• Impact Response (Housing & Mod)

• Dependent on separate business migration by May 2021

• Dependent on separate business migration by May 2021

• Dependent on separate Cloud migration to Capita hosted service 

• Post CareFirst move to hosted platform

• Dependent on Hitachi engagement 

• Clarifying with business their need to access old records

• Business moving to new housing repairs supplier – remove when in place

Note: 

This is a list of business applications with known dependencies affecting when they can be decommissioned.  It is likely to increase with 

further business areas engagement when confirming switch off dates
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Infrastructure Applications – Batches 1 - 3

Batch Infrastructure Application

1

In 

progress

• Legacy Backups

• NetBackup

• MS Intune

• Exchange 2010 

• Exchange 2003

• Libraries VPN

• Netcall

• Jontek ISDN

• Northgate Circuits - Completed

Batch Infrastructure Application

2

Continued

• SolarWinds NPM

• SAP/COLT

• N3 (Cody)

• Site-to-Site VPN

• MOBEX

• DHCP

• Internal DNS

• NTP

• Dedicated Print Queues

• Azure AD Connect

• MS SCOM

DC MIGRATION PROGRAMME – Applications Lift & Shift Plan (Feb 2021)

Batch Infrastructure Application

2
• Avaya

• Central Print Queues

• SCCM

• Active Directory

• ADFS

Batch Infrastructure Application

3

• APPV

• Dedicated Windows File Servers

• DDOS Spring
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4 Introduction 

 

The “Shared ICT Service Strategy 2019-2022” was approved in January 2020 and sets out the strategic 

aims and objectives for the service.  

 

To achieve this strategy, we have proposed a new Target Operating Model for the team structure, 

roles and posts. This operating model aims to address the strategic objectives below, to better our 

10,000+ user community: 

 

• Delivering a Quality Service 

• Providing Value for Money 

• Forging a lasting partnership 

However, alongside the people & process improvements set out in the Target Operating Model, there 

is also a need to refresh and renew our infrastructure to be stable, scalable, and reliable. To achieve 

this, we have recognised the need to plan the IT investment roadmap for the next 5 years, which 

articulates what will be required to deliver this technology. 

 

In addition to the Target Operating Model changes which at time of writing is currently in its final 

stages of approval, and the IT Strategy approved January 2020, we have also recently developed our 

Cyber Security Strategy; this is detailed separately.  

 

The roadmap outlines the investment that will be required to meet the future direction of the service 

described in the aforementioned three pillars. 

 

This document summarises, for the areas listed below, what technology change and investment will 

be needed, and in which forecasted year, for each partner Council: 

• Datacentres, Datacentre Networks & Campus Networks 

• End User Experience Modernisation 

• Cyber Protection 

• Service Improvement 

The driving ambition is to provide a suite of common tools for each partner to consume and a 

standard method of monitoring and managing our datacentres, networks and devices to provide 

efficiency in operation and security protections. 

 

Whilst this document provides an overarching view of the proposed technology changes over the 

next five years, a more detailed Business Case will be written for each investment to fully detail the 

total cost of ownership and benefits case. 
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A summary of the investment estimate over the 5-year period is included in each section (note: this is 

overall investment, not per partner), along with an indication of the types of benefits targeted by the 

investment. These are indicated using the tags below:  

 

 
Reduction in cost of service 

 
Service experience improvement 

 
Security protection 

 
Service resilience & availability 

 

 

It should be noted that at this early stage, defining empirical benefit targets for each investment is 

not possible, and this will be defined as part of the development of business cases. Also, many of the 

items listed have co-dependencies with other investments in the roadmap to fully maximise the 

outlined benefit
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5 Datacentres, Datacentre Networks & Campus Networks  

Delivering a modern, common infrastructure that partners can rely on 

“The Shared ICT Service will seek to provide a hybrid approach to our storage and compute technology utilising both on premise and cloud-based 

technology, we will have the ability to transition to the cloud from our on-premises infrastructure and will seek to provide the most cost-effective 

mechanism of operating. 

 

We will implement unified communications including collaboration, presence, instant messaging as well as voice over IP telephony direct from the 

device. We will focus on Office365 as the delivery platform but will offer alternatives based on business need.” 

 

Technology 
Area 

5-Year 
Capital 
Investment 

Benefit 
Type 

Activity 

Backups and 
Disaster 
Recovery 

£2.45m 
 

 

 

 We are replacing our legacy backup solutions in all three partner Councils with one that can 
provide a robust and resilient solution which further protects us, and our data, from malicious 
attack.   
 We will implement an automated recovery solution that can, in the event of a disaster or mass 
failure of services, restore these in order of priority quickly and efficiently. 

Storage and 
Virtualisation 

£1.68m 

 

 

 

 We propose to move incrementally from our physical storage and virtualisation infrastructure 
to a new hyperconverged infrastructure (HCI). This proposed architecture is also a “one 
datacentre” solution using Disaster Recovery as a Service (DRaaS) which will further enhance 
our ability to restore quickly (Recovery Time Objectives or RTO) and to a more complete 
restoration of service (Recovery Point Objectives or RPO). 

Internet 
Connectivity 

£0.12m  

 

 An upgrade to 10Gbps capacity and bandwidth for our internet connectivity is now in place, 
which enables us to meet our existing & expected future requirements, including the recently 
increased demand for remote access. 
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Data Centre 
Hosting 

£1.34m  

 

 We will seek to further review and, if financially and operationally opportune, consolidate the 
number of datacentres that we have in place. 

Cloud 
Migration 

Sovereign 
 

 

 

 We are supporting Southwark Council’s current programme and will support other partners’ 
ambitions to migrate to cloud hosted services when agreed upon.  
 
 We will skill our teams to effectively manage Cloud environments and implement tools to 
speed the provisioning of cloud resources and to visualise & control the operational costs of 
cloud resources. 

Cloud and 
Data Centre 
Automation 
and Tools
  

£0.09m  

 

 We will implement tools that integrate with both public and private clouds that can automate 
provisioning of virtual machines, improving both the speed & cost of responding to requests 
from our Partners.  
 As more services move to cloud, we will have an increasing need to control usage costs in this 
environment, so we will introduce products that will enhance our capability to manage cost. 

Data Centre 
Operating 
System 
refresh 

£4.14m  

 

 We envisage that we will have a continual programme of work to replace our aged Microsoft 
Windows Server operating systems with their finite support lifetime, so that the environment 
can be effectively managed, patched and supported. 

Remote 
Access Thin 
Client 
Solutions 

£0.27m 

 

 

 

 Most remote access is now managed via our Direct Access laptops, which has reduced our 
previous dependency on Thin Client solutions but not entirely replaced this need for some 
Council services and teams. We will seek to continue to reduce this dependency and to simplify 
our remote access solutions, replacing Direct Access, which is no longer being developed by 
Microsoft, with a solution that provides a seamless user experience. 

Data Centre 
Network 

£1.67m  

 

 The connectivity and access control to, and from, our datacentres is critical to all services 
provided and we will need to refresh these key elements by the lifecycle end of our current 
equipment, in 2023-24.  
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Large and 
Medium Site 
networks
  

£2.99m 

 

 

 

 Updating the Wi-Fi access to more modern WiFi-6 or Wifi-6e in our large and medium sites will 
offer faster and more secure Wi-Fi access to our devices. We are due to test several options in 
2021-22 with a plan to refresh Wi-Fi in all key office locations.  
 Edge switches provide the wired network connectivity from a device such as a laptop or 
desktop on a wired network connection in the council offices. Lewisham have recently replaced 
their edge switches, and we plan to replace these in other partner sites with similar 
technology. 

Smaller Site 
Networks 

£0.48m 

 

 

 

 The STS network covering the council partners is currently extensive, with Southwark alone 
having over 100 sites with our network equipment. Both Southwark and Brent small sites are 
due to be refreshed in the next 2 years and, with Lewisham having recently been renewed, a 
refresh would be due at the end of the roadmap lifecycle. We will seek to replace this network 
equipment with a robust, secure and resilient solution based on modern network technologies 
as outlined in the next section below. 

Network 
Controls 

£0.41m 
 

 

 

 We intend to move our network controls from physical devices that require individual 
management to modern “Software Defined” solutions that are more cost effective for 
operation: 
• Software Define Networking (SDN) allows the network to be controlled from a central location by 

programming the behavior of the network through APIs (application programming interfaces). SDN is 
focused on Local Area Networks (LAN’s) within a single location and offers the flexibility of 
management to adapt the network to the needs of the organisation very quickly. 

• Software Defined Wide Area Networking (SD-WAN) focusses on the links between sites over a large 
geographical area. SD-WAN is provided by and run by a network vendor rather than internal 
resources and provides considerable control over how data flows across links and using the optimum 
route to reach its destination.   

Telecoms £0m 
 

 

 

 We will need to replace, and have the opportunity, to evaluate the networking technologies 
that should be used to connect partner Councils’ sites. One option being considered is to use 
SD-WAN over Internet connections. If SD-WAN is implemented, savings would be realised from 
the decommissioning of our existing telecoms networks and links. Whilst undertaking this 
change, we will have the opportunity to consolidate supplier contracts, providing better 
economies of scale. 
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6 End User Experience Modernisation  

Shared Service Strategy – Building a Solid Platform 

“We will offer every member of staff a range of devices which can be chosen based on business need; this will include Laptops, Tablets, Desktops 

and Smart Phones. Each device will be able to access services from any location and any time utilising key shared infrastructure such as GovWifi and 

GovRoam.” 

 

Technology 
Area 

5-Year 
Capital 
Investment 

Benefit 
Type 

Activity 

Meeting 
Rooms 

£0.3m 
 

 Brent & Southwark Audio Visual (A/V) equipment that provides a more engaging experience 
for those in the room and attending remotely, which is becoming increasingly common in this 
era. A similar refresh has also been included in the roadmap for Lewisham’s meeting rooms. 

Laptops £9.02m 

 

 

 

 

 The next laptop refreshes are not due until towards the end of this technology roadmap 
period, however plans & costs are included to replace laptops for all three partners’ 
employees. At that time, we will seek to offer a range of devices to meet the needs of the 
differing use cases & scenarios, and implement the most cost effective and secure device 
security protections available. 

Mobile 
Devices 

£2.22m 

 

 

 

 

 We continue to offer the best value iPhones (currently iPhone SE) which provide the best 
longevity for device and operating system support. We will be adding an appropriate Android 
phone choice during 21/22. The exact offering for the Android option has yet to be agreed, but 
both offerings are to be managed through the same Mobile Device Management (MDM) 
platform, InTune, and we plan to migrate all existing phones to this solution in the near future. 
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Telephony
  
 

Sovereign 
 

 

 

 Over the next five years we will need to review the telephony needs and potentially replace 
our existing solutions. As the strategy for telephony has yet to be decided, any change is not 
depicted in the roadmap currently.  

End Point 
Tools 

£0.12m  

 

 One of the areas that has the potential to make the end user experience more secure and 
performant is the provision of class leading end point management tools. The implementation 
of these tools is included in the roadmap, along with the cost saving for retiring our current 
solutions. 
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7 Cyber Protection  

Shared Service Strategy – Providing a reliable, quality user experience 

“Our Service is only as good as the experience our customers receive; therefore, we will introduce proactive monitoring which will alert us to errors 

before they become issues for our customers.” 

 

Technology 
Area 

5-Year 
Capital 
Investment 

Benefit 
Type 

Activity 

Security Edge 
devices 

£0.94m 

 

 

 

 Our Load balancers and firewalls will require replacement during this roadmap lifecycle. In 
addition to managing the data traffic & flow, these provide protection to/for our datacentre 
and network environments.  
 For further protection, we use “Managed Detection and Response”, which provides a service 
which protects most of the server estate via an agent on each server. This service has proved 
invaluable in mitigation of breach attempts. We plan to now implement this technology to all 
laptops, as the security of the Councils’ data & systems are of paramount importance. 

Email & Web 
Protection 

£0m 
(Opex) 

 

 

 One of the major attack vectors continues to be by Email and we will be implementing further 
protections in 21/22 provided by Proofpoint Fraud defense and Proofpoint mail filtering. 
Proofpoint has proved itself to be a very capable solution, with extra features being added this 
year to protect Very Attacked Individuals (VAIs) whereby any suspicious email links will be 
opened in an isolated session, therefore improving protection.  
 The current web filtering solution is provided by a solution due to be renewed in March 2020 
as a 3-year tender with options to extend for years 4 and 5. An appropriate web filtering 
solution is needed to protect the environment from malicious actors and protect staff and 
public using both Wi-Fi and library computer from inappropriate content. In addition, Real Time 
Email risk assessment solutions, which use nudge theory to engage with staff on a regular basis, 
deliver enhanced security awareness with regards to email threats. 
 With the move of more services to “Software-as-a-service” (SAAS) solutions, standard web 
filters do not give granular enough filtering and logging of actions which take place. Modern 
solutions can identify new cloud services, identify the use of shadow IT and access the risk of 
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identified services. Data loss prevention policies with encryption and data labeling can be 
applied.   

Privilege 
Account 
Management 

£0m 
(Opex 

 

 

 

 We will implement Privilege Account Management and Privilege Endpoint Protection to 
further enhance access security alongside our password management solution used by 
technical teams who, by necessity, have the greatest access to our IT environment. Privileged 
users are one of the biggest internal risk and threat actors who breach the perimeter will be 
looking to exploit privileged accounts first, as it enables them to access and create issues across 
critical systems. For all other users, Endpoint Privilege Management technologies combine 
application control and privilege management to ensure that only trusted applications run, and 
that they run with the lowest possible privilege.  

Security 
Information 
& Event 
Management 

£0m 
(Opex 

 

 

 Security Information & Event Management aggregates event data produced by security 
devices, network infrastructure, host and endpoint systems, applications, and cloud services. 
This data is combined with contextual information about users, assets, threats & vulnerabilities 
to provide real-time analysis of events for security monitoring, historical analysis and support 
for incident investigation, management & reporting. 

Patch 
Management  

£0m 
(Opex 

 

 

 With the number of servers that are managed, patch management can be time consuming and 
costly, so we are in the process of purchasing a solution to patch the server estate using agents 
that simplify the process of patching the operating systems. This would also be used to patch 
applications installed on the servers. This will help us maintain high protection of systems & 
servers and keep downtime and service interruption to a minimum. 

Media 
Management 

£0m 
(Opex 

 

 

 USB and removable media control is one of the NCSC 10 steps to cyber security. More granular 
solutions than we currently have will be implemented, such as ensuring the removable media is 
encrypted before use. Where removable media is allowed more policies will be required to 
ensure the secure sanitisation of the storage media to prevent data loss. 

Security 
Monitoring & 
Assurance 

£0m 
(Opex 

 

 

 Each year we need to assess and test our security for compliance and assurance purposes. 
Penetrations Test are undertaken by accredited suppliers against internet facing services. With 
the rate of transformation increasing year on year the number of tests are also increasing. STS 
propose to tender for this supplier to get the best value.  
 In addition to these assessments and checks, we will expand our current vulnerability 
management solution across the whole estate to understand all of the assets, vulnerabilities 
and associated risk profile. 
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8 Service Improvement  

Shared Service Strategy – Providing a reliable, quality user experience 

“We will review all of our customer interaction points, our communication methodology and our escalation processes to ensure that we are 

delivering the best possible service experience. 

 

We will continue seeking improvements to our service by proactively monitoring user experience levels and reviewing and acting upon the data 

that underpins our service. 

We will ensure that the services that we provide and the mechanism of accessing them are easy to use, intuitive and appropriate for each role.”  

 

Technology 
Area 

5-Year 
Capital 
Investment 

Benefit 
Type 

Activity 

Service 
Management 
tooling £0.33m 

 

 

 

 Our Service Management system has been the primary user interface now for several years for 
logging incidents and requests to the shared service. We are due to review the needs of our 
entire operation (including project management, asset management & supplier management) 
and, if beneficial, replace this solution within the roadmap period. 

Configuration 
Management 

£0.18m  

 

 The shared service has invested considerable time and resources in improving the monitoring 
and alerting of its infrastructure: both hardware and services. The primary tools used are 
Microsoft System Center Operations Manager (SCOM), Microsoft Azure Resource Monitoring, 
Solarwinds Network Performance Monitor (NPM). We are due to review the needs of our 
entire operation and, if beneficial, replace these solutions within the roadmap period. 

Business 
Automation 
agents 

£0.05m  

 

 Solutions such as virtual chat agents, Robotic Process Automation (RPA), WhatsApp for 
Business & iMessage for Business may well be utilised in all three partner councils in future, 
and we will seek to use these solutions within the service for the benefit of our user community 
where this is beneficial. Some RPA is already in place in Brent. 
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IT Service 
Messaging £0.08m  

 

 Having the ability to communicate to staff effectively in the event of an outage would improve 
our handling of such outages and there are solutions available to proactively alert staff affected 
by a particular outage, which we plan to implement over the period.  

Asset 
Management 
Tools 

£0.14m  

 

 Our current asset management tools and processes are too disaggregated to enable cradle-to-
grave asset management of our & devices estate. The intent is that we manage our entire 
estate via one solution, which will provide benefits for maximising our asset life & utlilisation 
(e.g. reallocation of assets rather than purchase). 

Staff technical 
training 

£0.08m 

 

 

 

 

 The shared service is committed to providing the necessary technical training to staff to enable 
them to carry out their tasks to the best of their abilities. We will invest a part of our training 
budget with a training provider, as this will bring significant discounts on retail prices across the 
available curriculum. In addition, we will fund the cost of certification exams where appropriate 
as these will benefit the shared service in being able to show our expertise and knowledge in 
key product areas. 51
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9 Roadmap plan 

A full view on one page can be found here, however below us the full roadmap of all activities mentioned in this document. 

 
  

52

https://lbdigitalservices.sharepoint.com/Users/timgreen/LB%20Digital%20Services/Senior%20Leadership%20Team%20-%20Restructure/2.%20Design/Roadmap/Roadmap%2021-26%20one%20page.pdf
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In a world of electronic information, the protection of our data is becoming ever more 

important. The amalgamation of data stored in smart watches to the far stretched 

‘misunderstood’ cloud means we don’t understand the footprint and trail our data leaves 

behind. 

We exist in a culture powered by interconnecting data, constantly evolving and allowing us to 

make better decisions. We experience the benefits of this in public sector but due to our 

need and want to share, we create a weakening around our control of the data. Once it has 

left our environment and spreads out into other infrastructure the legislation, we use to 

govern our data may no longer have application. 

This makes it even more critical for us to put in controls around how we use, store and 

process our data. It makes it critical for us to follow the guidance from the experts and to 

ensure that our systems are appropriately hardened and locked down to keep the attackers 

out and our systems continuously working well.  

The real challenge comes when there is a need to encourage more collaboration, more 

access to information and to encourage transformation within an organisation. Very often, 

the rules around responsible data management stifles the ability to share. One of the most 

difficult jobs in this area is to effectively balance and enable transformation but also to 

continue the responsible use of data that we are accountable for.  

Cyber incidents are on the rise, especially within public sector. We know that the 

ramifications are serious and widespread, from personal to economic. Protection and 

remediation are service disrupting and of significant financial expense. The impact on people 

affected by their stolen information can be disturbing and life altering in some cases.  

This Cyber Security strategy outlines the focus we shall be adopting for our councils and 

customers. It is imperative that we put the right controls in place to protect and react to cyber 

threats going forward. We have a strong relationship with National Cyber Security Centre 

and other private cyber agencies which we will harness to help us to protect the data of our 

citizens and our customers. 

We want to continue to use the benefits of technology to improve the lives of local people. 

This strategy will safeguard us all. It will build confidence in the way we operate and deliver 

our services and keep us at the forefront of the digital revolution. 

 

 

 

\ 
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The Shared Technology Services (STS) is an IT shared service for the councils of Brent, 

Lewisham and Southwark.  Brent council is the host borough for the service. STS is 

governed by a Inter Authority Agreement, a Joint Committee of two elected members from 

each council and the executive directors.  

This document sets out the STS application of information and cyber security standards to 

protect our systems, the data held on them, and the services we provide from unauthorised 

access, harm or misuse. It is our cyber security commitment to the people we represent and 

is of national interest. It emphasises the importance of cyber security in the role of all staff. 

 

Cyber security is the practice of ensuring the confidentiality, integrity and availability (CIA) of 

information. 

 Attacks on Confidentiality – stealing, or rather copying personal information. 

 Attacks on Integrity – seeks to corrupt, damage or destroy information or systems 

and the people who rely on them. 

 Attacks on Availability – denial of services, seen in the form of ransomware. 

 

Cyber security refers to the body of technologies, processes, and practices designed to 

protect networks, devices, programs, and data from attack, damage, or unauthorised 

access. Cyber security may also be referred to as information technology security. 

Cyber security is important because, in order to effectively deliver services, we all process 

and store large amounts of data on computers and other devices. A significant portion of this 

data is sensitive information. It includes financial data, personal information and other types 

of data for which unauthorised access or exposure could have negative consequences. 

We transmit sensitive data across networks and to other devices in the course of providing 

services or even just using your mobile to look at social media. Cyber security is the 

discipline dedicated to protecting this information and the systems used to process or store 

it. It is everyone’s responsibility to ensure that we manage our data appropriately. 

Cyber security is crucial in ensuring our services are kept up and running. It is also vital in 

ensuring in building and keeping our public’s trust. A cyber-attack would have very serious 

consequences both in terms of a disruption to our services (many of which serve some of 

our most vulnerable residents), council’s reputation and impact to our fiscal position. 

56



   
 

   
 

STS seeks to enable its partners to deliver its corporate and digital strategies, it is required 

that we allow our organisations to navigate cyber obstacles. The scale of transformation 

represents an unprecedented culture shift for staff, residents, partners and businesses. This 

in turn creates risk. 

The Cyber Security Strategy is a new strategy introduced in response to several successful 

and high-profile cyber-attacks on public and private organisations. The purpose of the 

strategy is to give assurance to our councils and customers and to explain our commitment 

in delivering robust information security measures. 

Through delivery of this strategy, we will comply with and embed the principles of ‘Cyber 

Essentials’; a government-backed, industry-supported scheme to help organisations protect 

themselves against common online threats.  

This strategy is intended to cover all partners and customers, the data on the systems we 

are responsible for, and the services they help provide. The recommendations in this 

strategy will be embedded in all areas of new and emerging technologies which we 

implement. It will also set out the best practices that will be rooted in our business as usual. 

 

 

STS will regularly review the value of all assets across the partnership, ensure that political, 

social and economic values are considered to place the appropriate levels of protection 

around those digital and physical assets. Our assets: 

 Data 

 Services 

 Infrastructure 
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Vulnerabilities are weaknesses or other conditions in an organisation that a threat actor; 

such as a hacker, nation-state, disgruntled employee, or other attacker, can exploit to 

adversely affect data security. 

Cyber vulnerabilities typically include a subset of those weaknesses and focus on issues in 

the IT software, hardware, and systems an organisation uses. 

 System Maintenance – IT systems should be updated and checked regularly and 

effectively. It is essential that the systems are fully updated and appropriate fixes are 

applied. Poor setup, mismanagement or other issues in the way an organisation 

installs and maintains its IT hardware and software components is a threat. 

 Legacy Software – To ensure that legacy systems have sufficient user and system 

authentication, data authenticity verification, or data integrity checking features that 

prevent uncontrolled access to systems. 

 Trend Analysis -  The monitoring of organisational working patters to identify unusual 

behaviour and respond accordingly. 

 Training and Skills – It is of paramount importance that all employees have a 

fundamental awareness of cyber security to support this. 

 

If left unchecked, a threat could disrupt the day-to-day operations, the delivery of local public 

services and ultimately has the potential to compromise national security. 

Generally, there are two types of threats. Insider Threats or Outsider Threats they are 

explained in detail below. 
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Generally, cybercriminals are working for financial gain. Most commonly, for the purposes of 

fraud either by selling illegally gained information to a third party or using directly for criminal 

means. 

Key tools and methods used by cybercriminals include: 

 Malware – malicious software that includes viruses, Trojans, worms or any code or 

content that could have an adverse impact on organisations or individuals 

 Ransomware – a kind of malware that locks victims out of their data or systems and 

only allows access once money is paid 
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 Phishing – emails purporting to come from a public agency to extract sensitive 

information from members of the public. 

 

Hacktivists will generally take over public websites or social media accounts to raise the 

profile of a particular cause. 

When targeted against local government websites and networks, these attacks can cause 

local reputational damage. If online services are regularly disrupted by cyber-attacks this 

could lead to the erosion of public confidence in such services. 

Hacktivist groups have successfully used distributed denial of service attacks to disrupt the 

websites of a number of councils already. (DDoS attacks are when a system, service or 

network is burdened to such an extent by an electronic attack that it becomes unavailable). 

Staff may intentionally or unintentionally release sensitive information or data into the public 

domain. This could be for the purpose of sabotage or in order to sell to another party, but 

more often than not it is due to simple human error or a lack of awareness about the 

particular risks involved. 

Malicious insider threats may include privileged administrative groups. 

A zero-day exploit is a cyber-attack that occurs on the same day or before a weakness has 

been discovered in software. At that point, it’s exploited before a fix becomes available from 

its creator. It is an attack that exploits a previously unknown security vulnerability. 

This poses a risk to any computer or system that has not had the relevant patch applied or 

the relevant updates to its antivirus software. 

 

The increasing reliance on digital services brings with it an increased vulnerability in the 

event of a fire, flood, power failure or other disaster (natural or otherwise). 

Some terrorist groups demonstrate intent to conduct cyber-attacks, but fortunately have 

limited technical capability. Terrorist groups could obtain improved capability in a number of 

ways, namely through the sharing of expertise in online forums providing a significant 

opportunity for terrorists to escalate their capability. 

Several of the most sophisticated and hostile foreign intelligence agencies target UK 

government and public sector networks to steal sensitive information. This could ultimately 

disadvantage the UK in diplomatic, trade or military negotiations. 
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Cyber Risk Management is a fundamental part of the broader risk management to ensure 

cyber security challenges are fully identified across the councils and appropriate action is 

carried out to mitigate the risk but also develop effective recovery and containment 

procedures in the event of an incident. 

A risk consists of a threat and a vulnerability of an asset. 
 

To mitigate the multiple threats, we face and safeguard our interests, we need a strategic 

approach that underpins our collective and individual actions in the digital domain over the 

next three years. This will include:  

 Foster a culture of empowerment, accountability and continuous improvement. 

 Prioritising information assets and processes with our councils and customers, 

maintaining a register and conducting regular reviews including data retention 

policies. 

 Ensuring adequate plans are in place to recover and quickly identify exposure. 

 A council wide risk management framework to help build a risk aware culture within 

each of the councils, ensuring staff understand how to identify and manage risks. 

 Cyber Awareness training and principles to help mitigate insider threats, understand 

supply chain risks and ensure all staff understand the issues and their 

responsibilities. 

The diagram below shows the continual cycle for protecting the councils and its customers 

for cyber-attacks: 

 

To further enhance the maturity and capability of the service we will be building a Cyber 

Security team within the Shared Service, this will focus on the delivering the technical 

controls and guidance to the councils and customers of the Shared Service.  This will be led 

by a new role the Chief Information Security Officer. April 2021 will see a new Target 

Operating Model start which will ensure that focus is given to the maturity and capacity of the 

council’s defences. 
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To adapt to the changing landscape and achieve our vision we will align with the National 

Cyber Security Strategy’s approach to defend our, residents, councils and customers and 

deter our adversaries and to develop our capabilities. 

It is recognised that each partner and council will be at different levels of maturity and 

capacity therefore STS has developed a 5-year (2021-2026) Technology Roadmap in which 

it will invest a significant number in cyber protections, look for opportunities where we can 

share, build and grow together but also react to different levels of risk appetite. 

STS will have the means to defend against evolving cyber threats, to respond effectively to 

incidents, and to ensure networks, data and systems are protected and resilient. It includes 

helping our residents, businesses and partners in gaining the knowledge and ability to 

defend themselves. 

Actions: 

 Implementing daily firewalls and scanning services. 

 Continue to email hygiene for all partners and enable Attack Targeted Prevention. 

 Improve threat correlation and reporting services. 

 Ensure vulnerability and patch management is kept up to date. 

 Ensuring that Cyber Security is considered in any procurement of solutions. 

 Work with councils and customers to ensure websites and line of business systems 

are kept secure. 

 Continue with a 3rd party Security Operations Centre partner to give us the assurance 

and protection of our systems, using dynamic and Artificial Intelligence (AI) from 

across the global to identify immediate threats. 

 Carrying out health checks, penetration test and cyber resilience exercises to test 

their systems and processes, e.g. Web Check – a website configuration and 

vulnerability scanning service, developed with a number of public sector 

organisations including councils. This is free to use and available to all public sector 

organisations. 

 Identify an STS Red team to be able to respond to incidents and have relationships 

in place with government agencies and cyber specialists. 

 Ensuring that we carryout regular backups and recovery exercises 

 Meeting compliance regimes, Code of Connection (CoCo) which require good cyber 

hygiene, to connect to government private networks, e.g. Public Sector Network 

(PSN) and the Health and Social Care Network. 

 Working with partners across the public sector through participation in Cyber Security 

Information Sharing Partnership (CiSP), Warning, Advice and Reporting. 

 Comply with The Minimum Cyber Security Standard 

 Comply with Data Protection Act 2018 (including the Applied General Data Protection 

Regulation EU679/2016) and the Freedom of Information Act 2000 

 Comply with Section 224 of Local Government Act 1972 

 Work towards ISO27001. 

 Comply with Access to Health Record Act 1990 and Access to Personal Files Act 

1987 

 Comply with PCI-DSS requirements for taking electronic payments. 
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Our councils and customers will be a desirable target for all forms of aggression in 

cyberspace. This will involve detecting, understanding, investigating and disrupting hostile 

action against us. 

Actions: 

 Applying government’s cyber security guidance, e.g. 10 Steps to Cyber Security or 

Cyber Essentials. 

 Users with wide ranging or extensive system privilege shall not use their highly 

privileged accounts for high-risk functions, in particular reading email and web 

browsing. 

 Multi-factor authentication shall be used where technically possible, such as where 

administrative consoles provide access to manage cloud based infrastructure, 

platforms or services. Multi - factor authentication shall be used for access to 

enterprise level social media accounts. 

 Passwords for highly privileged system accounts, social media accounts and 

infrastructure components shall be changed from default values and shall not be 

easy to guess. Passwords which would on their own grant extensive system access, 

should have high complexity and introduce multi-factor authentication. 

 Use of Malware prevention and ensure air gaps or immutable storage. 

 Ensure removable media is encrypted to the last levels controls. 

 Improve micro segmentation of the network to avoid attackers crossing the network. 

 Secure configuration to avoid access to critical information and enabling attackers. 

 Introduce cyber awareness and training for users to help detect, deter and defend 

against the cyber threats. 

This includes developing a co-ordinated and tailored approach to risks and threats that we 

may encounter and mitigate potential vulnerabilities. 

Actions: 

 Develop and maintain risk management framework, internal control and governance 

for the prevention and detection of irregularities and fraud 

 Process, procedures and controls to manage changes in cyber threat level and 

vulnerabilities 

 Managing vulnerabilities that may allow an attacker to gain access to critical systems 

 Operation of the council’s penetration testing programme; and Cyber-incident 

response 

 Introducing training for staff and elected members 

 Develop an incident response and management plan, with clearly defined actions, 

roles and responsibilities 

 Develop a communication plan in the event of an incident which includes notifying 

(for example) the relevant supervisory body, senior accountable individuals, the 

Departmental press office, the National Cyber Security Centre (NCSC), Government 

Security Group (Cabinet Office), the Information Commissioner’s Office (ICO) or law 

enforcement as applicable (not exhaustive) 
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 Develop a network of sharing with other councils and customers, collaborate and 

learn from each other, harness networks such as London Office of Technology and 

Innovation, London CIO council, WARP, IGfL and ISfL. 

STS will ensure that we have the sufficient controls in place to respond to an attack and 

furthermore have the organisational channels and processes to make efficient decisions 

further protecting our data and limiting any scope of an attacker. 

We have third parties proactively monitoring our environment disabling any potential threats 

and locking down resources which are identified as a risk. 

 

Throughout this period of challenging transformation, the councils have committed to 

delivering robust information security measures to protect our data from misuse and cyber 

threats, and to safeguard their privacy through increasingly secure and modern information 

governance and data sharing arrangements both internally and with partners. 

To continue to provide assurance on the effectiveness and robustness of STS’s 

arrangements for IT security, we will: 

 Develop appropriate cyber security governance processes 

 Develop a Cyber Risk Management Framework 

 Develop policies/procedures to review access on a regular basis 

 Create a cyber-specific Business Continuity Management Plan and/or Incident Plan 

to include emergency planning for cyber attack 

 Develop an incident response and management plan, with clearly defined actions, 

roles and responsibilities. A copy of all incidents shall be recorded regardless of the 

need to report them 

 Set up a Playbook to have test incidents on a regular basis; to ensure reaction to 

incidents where an incident is triggered 

 Create standard test plans with security testing as a standard 

 Reconcile current systems in place and last times these were reviewed (build into 

Enterprise Architecture) 

 Review vendor management – process of assessments of third parties 

 Explore Active Cyber Defence tools and new technologies to ensure partners have 

the best solutions to match to threats 

 Apply the governments cyber security guidance – 10 Steps to Cyber Security 

 Provide relevant cyber security training for staff and elected members 

 Apply a regular schedule of cyber exercises, within the wider cycle of multi-agency 

incident response and recovery exercises 

 Comply with the Governments Public Sector Network (PSN) Code of Connection and 

Payment Card Industry (PCI) standards; a minimum requirement for all systems 

used, audit trails, deletion of data etc. 

 Protect enterprise technology by working with specialist partners to develop model 

architecture and review audit logs to reduce chances of threats 
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Information Governance and Policy will remain the responsibility of the councils and 

customers and the Shared Service will work with those teams to ensure that shared 

understanding and collaboration is met.  

Effective cyber security governance in STS is delivered through the following roles and 

functions. 

Senior Information Risk Owner (SIRO) 

A nominated Senior Information Risk Owner (SIRO) is responsible for the governance of 

cyber security and information risk within the Council. This includes ensuring that information 

governance risk is managed in accordance with GDPR. 

However, whilst the SIRO is the nominated officer, responsibility for safeguarding 

information and information systems is shared across the organisation with all staff having a 

role to play. 

Joint Committee (JC) 

The Joint Committee is made up of the lead councillors for IT. The Joint Committee will 

sponsor the Cyber Security Strategy and oversee the strategic framework through which the 

council governs its information resources and in turn agree and receive updates on 

implementation of the Cyber Security Strategy. 

 

Joint Management Board (JMB) 

The Joint Management Board is responsible for the strategic direction of the shared service 

and is made up of the executive directors from each council and the Managing Director of 

the shared service.  This board is responsible for holding the shared service to account on 

the delivery of its obligations in turn the protection of its data and systems. 

 

Operational Management Board (OMB) 

The Operational Management Board is responsible for the day-to-day tracking of tasks and 

deliverables, this board will allocates resources and funds necessary to deliver the protection 

to the councils and its customers.  The board is made up of Heads of IT from each council 

and the Senior Leadership Team of the shared service.  

Information Governance Group (IGG) 

The IGG is comprised of senior representatives from each council area. The group are 

responsible for overseeing the delivery of the Cyber Security Strategy and monitoring its 

effectiveness. 

Technical Design Authority (TDA) 

The Technical Design Authority (TDA) make decisions regarding technical implementations 

for projects. This includes ensuring that cyber security implications are properly considered. 

Information Asset Owners (IAO) 

Information Asset Owners are responsible for all processing of personal data within their 

business area. 

All council officers 

It is the responsibility of all officers to comply with the standards set out in this Cyber 

Security Strategy 

65



This page is intentionally blank

66


	Agenda
	1 Joint IT Committee Agenda Pack 2 March 2021
	Update Report to the ICT Shared Service
	Appendix A
	Appendix B
	Appendix C
	1  Version Control
	2 Document Approval
	3 Table of Contents
	4 Introduction
	5 Datacentres, Datacentre Networks & Campus Networks
	6 End User Experience Modernisation
	7 Cyber Protection
	8 Service Improvement
	9 Roadmap plan

	Appendix D

	 [Comment...]

